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• Baseline legal obligations of municipalities

• Additional considerations re critical 

infrastructure

• The ransomware epidemic

– Evolution of ransomware

• Proactive risk mitigation and incident planning

Outline
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• All municipalities in NS are subject to the 

Municipal Government Act, part XX of which 

largely mirrors the Freedom of Information and 

Protection of Privacy Act. These generally place 

obligations to protect personal information.

“483(3) The responsible officer shall protect personal 

information by making reasonable security 

arrangements against such risks as unauthorized 

access, collection, use, disclosure or disposal.”

Legal obligations
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Adequacy of safeguards

1. Contextual

2. Sensitivity

3. Not technically prescriptive

4. Foreseeability

5. Trust

6. Industry standards

7. Cost

8. Life cycle

9. Format

10. Timing

11. Documentation
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• Part XX of the MGA likely does not oust the 

common law duty of care that may exist. We’ve 

seen an explosion of privacy-related class 

actions based on

1. New privacy torts – intrusion upon seclusion and 

public disclosure of private facts

2. Negligence – failure to meet the standard of care 

expected

3. Breach of confidence

4. Breach of contract 

Legal obligations



© McInnes Cooper, 2021

• The risk to life and property is significantly 

increased for critical infrastructure managed by 

municipalities:

– Water

– Electric 

– Some roads, bridges

• Consequences of being forced offline can be 

enormous, even life or death.

Critical infrastructure 
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Ransomware epidemic



© McInnes Cooper, 2021

• First seen in 1989 targeting healthcare – the 

“AIDS Trojan”. Distributed by infected floppy 

disks.

• Early virus and malware was mainly destructive, 

but ransomware coupled with cryptocurrencies 

made it a very lucrative business.

• Before bitcoin, payments were made by cheque 

or corner-store money wiring services.

History of ransomware
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Too close to home …
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From ransom to extortion …

• As organizations have upped their readiness for 

ransomware, this has hit the bottom line for the 

bad guys. 

• We’re now more commonly seeing ransomware 

preceded by the plundering of systems and 

exfiltration of data. 

• “If you don’t pay up, we’ll not give you the 

encryption keys and we’ll post all your customer 

data on the dark web.”
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• If your data is just locked up, you at least know 

where it is. 

• Exfiltration completely changes things. You 

have no idea if your data is out there and 

access to it is uncontrolled. 

From ransom to extortion …
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Preparedness and prevention
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• Your networks are actively being targeted by 

automated, scalable attacks. 

• Ask yourself, “are all of our doors locked?” 

Because someone is jiggling each knob 24/7.

Not if, but when …
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• Backups are critical and make sure they are offline.

• Keep all systems patched

• Use antivirus and anti-spam solutions

• Disable macros and scripts

• Segment your networks

• Manage privileges

• Actively monitor what’s going on with your networks and through

your networks

• Log everything and retain your logs

• Block remote access from untrusted IP ranges

Ask your IT folks …
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• Use multi-factor authentication

• Lock down remote access

• Social engineering and phishing training

• Screen all attachments and strip all scripts from incoming mail

• Limit personal use of work devices

• Limit use of USB storage devices

• Use mobile device management tools

• Patch all the things

• Have a reporting plan for anything sketchy

Secure users and endpoints
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• Check your insurance – if you have coverage, your insurer can 

likely help develop and implement your plan

• Have your team and your plan in place before it happens

• Need to recognize and immediately escalate

• Your team should include

– Senior decision-makers

– Senior IT personnel

– Communications personnel

– Cybersecurity firm that is familiar with your systems

– Internal and outside counsel

– Risk management

– Law enforcement liaison

Be prepared
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• Regularly test your ability to restore from 

backups

• Carry out regular table-top exercises

• Have a way of contacting all your key personnel 

if all your systems are down or have been taken 

offline. 

• Don’t expect much help from the police.

Be prepared
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Questions?

Get Legal Alerts & Updates: 

mcinnescooper.com/subscribe/

http://www.mcinnescooper.com/subscribe/


© McInnes Cooper, 2021

McInnes Cooper has prepared this document for information only; it is not 

intended to be legal advice. You should consult McInnes Cooper about your 

unique circumstances before acting on this information. McInnes Cooper 

excludes all liability for anything contained in this document and any use you 

make of it.

© McInnes Cooper, 2021. All rights reserved. McInnes Cooper owns the 

copyright in this document. You may reproduce and distribute this document in 

its entirety as long as you do not alter the form or the content and you give 

McInnes Cooper credit for it. You must obtain McInnes Cooper’s consent for any 

other form of reproduction or distribution.  Email us at 

publications@mcinnescooper.com to request our consent.

Legal Notes
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